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IS ONLINE ADVERTISING BROKEN
BY DESIGN? NAVIGATING PRIVACY
CHALLENGES IN ADTECH
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Digital ad spend, worldwide, 2015-2021 (SUS billions)
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Figure 1. Exgx:af Ad Spend Worldwide, 2015-2022%
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How Ad Blocker Users Feel About Targeted Ads

Targeted ads invade privacy

Targeted ads are useful

No opinion

Percent of total respondents: N=500 ad blocker users
Source: Visual Objects 2019 Ad Blocker Survey
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GDPR PRINCIPLES

LAWFULNESS
PURPOSE LIMITATION
DATA MINIMISATION
TRANSPARENCY
SECURITY
PRIVACY BY DESIGN AND BY DEFAULT



HERE YOU ACCEPT TOO

WE VALUE
YOUR PRIVACY

| ACCEPT




site {
( page: "PAGE_URL" | What this specific person is reading right now
publisher {
id: "SELLER NETWORK ID"
[com.google.doubleclick.publisher] {

country: "GB"

}
}

content {
contentrating "DV-G"

L1 B

language "en

}

mobile: true




"ua": "Mozill ) (Windows NT 10.0; Winbd; o . L . . . . .
x64) ;Pplv.::'['h:-l:F:Lfa 36 (KHTML, like Gecko) Distinctive information about this specific person’s device
| Chrome/67.0.3396. fari/537.36", )
"IP_RDDRES __j This specific person’s IP address

}— This specific person’s GPS coordinates

[ ]
-

o

Lid

LN ka3

o =
-

Ln
=]
(=]

"region":
"metro”:

s post code

"opa": "Windows",
"devicetype": 2
"prratio”: 1




name: "DoubleCli El{"

segment {
id: "5444"
value: "0.3"
}
segment {
id: "1080"
value: "0.2"

}
segment { This specific person’s inferred interests. This could include highly sensitive

id: "1710" special category data such as 571 eating disorders, 410 left-wing politics,
value: "0.1" 202 male impotence, 862 Buddhism, 625 AIDS & HIV, 547 African-

} Americans, etc. See Goolge’s “publisher verticals” list.
segment {

id: "1715"
value: "0"
}
segment {
id: "96"
value: "0"

}




PURPOSE LIMITATION

Analytics Google Analytics is Google's analytics tool that helps website
and app owners to understand how their visitors engage with
their properties. It may use a set of cookies to collect
information and report site usage statistics without personally
identifying individual visitors to Google. The main cookie used
by Google Analytics is the _ga’ cookie.

In addition to reporting site usage statistics, data collected on

Google properties by Google Analytics may also be used,

together with some of the advertising cookies described

(like Google Search) and across the web and to measure

interactions with the ads we show.




TRANSPARENCY

General;
Do | understand the processing and its
consequences?

Individual:
What does my profile look like?



History Inferred Partner Data +




a_unit

GenderVisits; GB

InetHHAg eAndGenderyisits, GB
InetHHAgZeVisits; GB
InetHHChildren\ 2Wisits; GB
ImetHHEducationVisits
ImetHHIncomeYisits; GB
GenderVisits; GB

InetHHAg eAndGenderyisits, GB
InetHHAgZeVisits; GB
InetHHChildren' 2Wisit
ImetHHEducationVWisits
ImetHHIncomeYisits; GB
GenderVisits; GB

InetHHAg eAndGenderyisits, GB
InetHHAgZeVisits; GB
InetHHChildren' 2Wisit
ImetHHEducationVisits; GB
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RTB Callout Data Restriction. Buyer may store the encrypted cookie ID and mobile advertising identifier for the purpose of evaluating impressions and bids based on
user-data previously obtained by the Buyer. All other callout data except for Location Data may be retained by Buyer after responding to an ad call for the sole purpose of
program. Buyer is permitted to retain callout data only for the length of time necessary to fulfill the

y for the purpose of bidding on the applicable

impres 5 sary to fulfill that purpose




G l z M o D o We come from the future

LATEST REVIEWS SCIENCE 109 FIELD GUIDE EARTHER DESIGN PALEOFUTURE

PRIVACY AND SECURITY

'Do Not Track, the Privacy Tool Used by Millions of

People, Doesn't Do Anythmg

Kashmir Hill , & { \ .
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® SURVEILLANCE
CAPITALISM

® RISE OF CLICKBAIT
AND ADFRAUD
® NO TRANSPARENCY

® INTRUSIVE PROFILING

® ILLUSION OF CONSENT ® POTENTIAL FOR ® ADTECH TAX
DISCRIMINATION

® MASSIVE DATA BREACH

® BROKEN BY DESIGN

AND BY DEFAULT
® ENVIRONMENTAL

COST






...the lack of maturity of some market participants,
and the ongoing commercial incentives to associate
personal data with bid requests.

...we have general, systemic concerns around the
level of compliance of RTB.

UK Information Commisioner’s Office, June 2019



COSMETIC FIXES? DESIGN SOLUTIONS?
OR BUSINESS DECISIONS?
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